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Emergency Preparedness Toolkit
Overview: Risk Assessment and Emergency Planning

Regulatory Background to Risk Assessment and Emergency Planning

Appendix Z of the State Operations Manual (SOM) explains that Risk Assessment and
Emergency Planning involves the following actions:
» Develop an emergency preparedness plan based on facility and community risk
assessments
» Utilize an all-hazards approach
» Address patient population, services offered for continuity of operations, and succession
plans
» Collaborate with local, tribal, regional, state, and federal emergency preparedness
officials

CMS Emergency Preparedness Appendix Z regulations contain specific terminology for which
many providers requested clarification. The following definitions are contained in a Frequently
Asked Questions (FAQs) document which can be downloaded from
https://www.cms.gov/Medicare/Provider-Enrollment-and-
Certification/SurveyCertEmergPrep/Emergency-Prep-Rule.html.

= All-Hazards Approach: An all-hazards approach is an integrated approach to emergency
preparedness planning that focuses on capacities and capabilities that are critical to
preparedness for a full spectrum of emergencies or disasters, including internal
emergencies and a man-made emergency (or both) or natural disaster. This approach is
specific to the location of the provider or supplier and considers the particular type of
hazards most likely to occur in their areas. These may include, but are not limited to,
care-related emergencies, equipment and power failures, interruptions in
communications, including cyber-attacks, loss of a portion or all of a facility, and
interruptions in the normal supply of essentials such as water and food. Rather than
managing planning initiatives for a multitude of threat scenarios all-hazards planning
focuses on developing capacities and capabilities that are critical to preparedness for a
full spectrum of emergencies or disasters. Thus, all-hazards planning does not
specifically address every possible threat but ensures those hospitals and all other
providers and suppliers will have the capacity to address a broad range of related
emergencies.

= Business Impact Analysis (BIAs): BlAs are a method of identifying and evaluating the
effects various threats/ hazards may have on the ability of an organization to perform its
essential functions and the resulting impact of those effects. It is through the BIA that
organizations can identify problem areas (gaps, weaknesses, vulnerabilities) and in turn,
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organization leadership may use the BIA results to support risk management decision
making.

Emergency/Disaster: An event that can affect the facility internally was well as the
overall target population or the community at large.

Emergency Preparedness Program: The Emergency Preparedness Program is a facility’s
comprehensive approach to meeting the health and safety needs of their patient
population and provides facilities with guidance on how to respond to emergency
situations that could impact the operation of the facility, such as natural or man-made
disasters. It includes (1) all-hazards risk assessment and emergency planning,
development and implementation of policies and procedures, a communication plan,
and training and testing. The program as a whole consists of the Emergency Plan, which
is based on the four core elements.

Emergency Plan: An emergency plan is one part of a facility’s emergency preparedness
program and provides the framework which includes conducting facility-based and
community-based risk assessments that will assist a facility in addressing patient needs
along with the continuity of business operations. Additionally, a plan will support, guide
and ensure a facility’s ability to collaborate with local emergency preparedness officials.

Facility-Based: When discussing the terms “all-hazards approach” and facility-based risk
assessments, we consider the term “facility-based” to mean that the emergency
preparedness program is specific to the facility. Facility-based includes, but is not limited
to, hazards specific to a facility based on the geographic location;
Patient/Resident/Client population; facility type and potential surrounding community
assets (i.e. rural area versus a large metropolitan area).

Full-Scale Exercise: A full scale exercise is a multi-agency, multijurisdictional, multi-
discipline exercise involving functional (for example, joint field office, emergency
operation centers, etc.) and ““boots on the ground” response (for example, firefighters
decontaminating mock victims).

Hazard Vulnerability Assessments (HVAs): HVAs are systematic approaches to
identifying hazards or risks that are most likely to have an impact on a healthcare facility
and the surrounding community. The HVA describes the process by which a provider or
supplier will assess and identify potential gaps in its emergency plan(s). Potential loss
scenarios should be identified first during the risk assessment. Once a risk assessment
has been conducted and a facility has identified the potential hazards/risks they may
face, the organization can use those hazards/risks to conduct a Business Impact
Analysis.
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= Risk Assessment: This is general terminology that is within the emergency preparedness
regulations and preamble to the Final Rule (81 Fed. Reg. 63860, Sept. 16, 2016) which
describes a process facilities are to use to assess and document potential hazards within
their areas and the vulnerabilities and challenges which may impact the facility.
Additional terms currently used by the industry are all-hazards risk assessments are also
referred to as Hazard Vulnerability Assessments (HVAs), or all-hazards self-assessments.
For the purposes of these guidelines, we are using the term “risk assessment,” which
may include a variety of current industry practices used to assess and document
potential hazards and their impacts. This guidance is not specifying which type of
generally accepted emergency preparedness risk assessment facilities should have, as
the language used in defining risk assessment activities is meant to be easily understood
by all providers and suppliers that are affected by this final rule and is aligned with the
national preparedness system and terminology (81 Fed. Reg. 63860, at 63875).
However, facilities are expected to conduct a full assessment of hazards based on
geographical location and the individual facility dynamics, such as patient population.

= Staff: The term "staff" refers to all individuals that are employed directly by a facility.
The phrase "individuals providing services under arrangement” means services
furnished under arrangement that are subject to a written contract conforming with the
requirements specified in section 1861(w) of the Social Security Act.

= Table-top Exercise (TTX): A table-top exercise is a group discussion led by a facilitator,
using narrated, clinically-relevant emergency scenario, and a set of problem statements,
directed messages, or prepared questions designed to challenge an emergency plan. It
involves key personnel discussing simulated scenarios, including computer-simulated
exercises, in an informal setting. TTXs can be used to assess plans, policies, and
procedures.

Appendix Z consolidates the Emergency Preparedness regulations associated with the following
entities:

= |Inpatient

O Hospitals §482.15

Critical Access Hospitals §485.625
Religious Nonmedical Health Care Institutions (RNHCls) §403.748
Psychiatric Residential Treatment Facilities (PRTFs) §441.184
Long-Term Care (LTC) / Skilled Nursing Facilities §483.73
Intermediate Care Facilities for Individuals with Intellectual Disabilities (ICF/11D)
§483.475

O OO0 O0Oo
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= Qutpatient

0 Ambulatory Surgical Centers §416.54

0 Clinics, Rehabilitation Agencies, and Public Health Agencies as Providers of
Outpatient Physical Therapy and Speech-Language Pathology Services §485.727
Community Mental Health Centers (CMHCs) §485.920
Comprehensive Outpatient Rehabilitation Facilities (CORFs) §485.68
End-Stage Renal Disease (ESRD) Facilities §494.62
Rural Health Clinics (RHCs) and Federally Qualified Health Centers (FQHCs)
§491.12,
Home Health Agencies (HHAs) §484.22
Hospice §418.113
Organ Procurement Organizations (OPOs) §486.360
Programs of All-Inclusive Care for the Elderly(PACE) §460.84
Transplant Centers §482.78

O O 0O

O O 00O

This toolkit’s focus is on Long-term Care (LTC)/Skilled Nursing Facilities; however, organizations
that own or operate any of the other entities covered by Appendix Z will need to coordinate
efforts to insure any entity-specific regulations are also met. Non-regulated entities under the
organization’s ownership or operation will also need to be addressed.

42 CFR §483.73 is associated with F517 and F518 in the State Operations Manual in effect until
November 28, 2017. The complete requirement is below. The toolkit will expand upon each of
the associated 4 core elements in the designated chapters.

§483.73 Emergency preparedness.

The LTC facility must comply with all applicable Federal, State and local emergency
preparedness requirements. The LTC facility must establish and maintain an emergency
preparedness program that meets the requirements of this section. The emergency
preparedness program must include, but not be limited to, the following elements:

a. Emergency plan. The LTC facility must develop and maintain an emergency preparedness
plan that must be reviewed, and updated at least annually. The plan must do all of the
following:

1. Be based on and include a documented, facility-based and community-based risk
assessment, utilizing an all-hazards approach, including missing residents.

2. Include strategies for addressing emergency events identified by the risk
assessment.

This document is for general informational purposes only.
It does not represent legal advice nor relied upon as supporting documentation or advice with CMS or other regulatory entities.
© Pathway Health Services, Inc. — All Rights Reserved — Copy with Permission Only — The Emergency Preparedness Toolkit 2017



PATMWERY l_@adingAge@

Insight | Expertise | Knowledge

3. Address resident population, including, but not limited to, persons at-risk; the type
of services the LTC facility has the ability to provide in an emergency; and
continuity of operations, including delegations of authority and succession plans.

4. Include a process for cooperation and collaboration with local, tribal, regional,
State, or Federal emergency preparedness officials' efforts to maintain an
integrated response during a disaster or emergency situation, including
documentation of the LTC facility's efforts to contact such officials and, when
applicable, of its participation in collaborative and cooperative planning efforts.

b. The Policies and procedures. The LTC facility must develop and implement emergency
preparedness policies and procedures, based on the emergency plan set forth in paragraph
(a) of this section, risk assessment at paragraph (a)(1) of this section, and the
communication plan at paragraph (c) of this section. The policies and procedures must be
reviewed and updated at least annually. At a minimum, the policies and procedures must
address the following:

1. The provision of subsistence needs for staff and residents, whether they evacuate
or shelter in place, include, but are not limited to the following:
i.  Food, water, medical, and pharmaceutical supplies.
ii.  Alternate sources of energy to maintain—
a) Temperatures to protect resident health and safety and for the safe and
sanitary storage of provisions;
b) Emergency lighting;
c) Fire detection, extinguishing, and alarm systems; and
d) Sewage and waste disposal.

2. (2) A system to track the location of on-duty staff and sheltered residents in the LTC
facility's care during and after an emergency. If on-duty staff and sheltered
residents are relocated during the emergency, the LTC facility must document the
specific name and location of the receiving facility or other location.

3. (3) Safe evacuation from the LTC facility, which includes consideration of care and
treatment needs of evacuees; staff responsibilities; transportation; identification of
evacuation location(s); and primary and alternate means of communication with
external sources of assistance.

4. (4) A means to shelter in place for residents, staff, and volunteers who remain in
the LTC facility.

5. (5) A system of medical documentation that preserves resident information,
protects confidentiality of resident information, and secures and maintains the
availability of records.
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6. (6) The use of volunteers in an emergency or other emergency staffing strategies,
including the process and role for integration of State or Federally designated
health care professionals to address surge needs during an emergency.

7. (7) The development of arrangements with other LTC facilities and other providers
to receive residents in the event of limitations or cessation of operations to
maintain the continuity of services to LTC residents.

8. (8) The role of the LTC facility under a waiver declared by the Secretary, in
accordance with section 1135 of the Act, in the provision of care and treatment at
an alternate care site identified by emergency management officials.

c. Communication plan. The LTC facility must develop and maintain an emergency
preparedness communication plan that complies with Federal, State, and local laws and
must be reviewed and updated at least annually. The communication plan must include all
of the following:

1. Names and contact information for the following:
i. Staff.
ii.  Entities providing services under arrangement.
iii.  Residents' physicians.
iv.  Other LTC facilities.
v.  Volunteers.

2. Contact information for the following:
i.  Federal, State, tribal, regional, or local emergency preparedness staff.
ii.  The State Licensing and Certification Agency.
iii.  The Office of the State Long-Term Care Ombudsman.
iv.  Other sources of assistance.

3. Primary and alternate means for communicating with the following:
i.  LTC facility's staff.
ii. Federal, State, tribal, regional, or local emergency management agencies.

4. (4) A method for sharing information and medical documentation for residents
under the LTC facility's care, as necessary, with other health care providers to
maintain the continuity of care.

5. (5) A means, in the event of an evacuation, to release resident information as
permitted under 45 CFR 164.510(b)(1)(ii).

6. (6) A means of providing information about the general condition and location of
residents under the facility's care as permitted under 45 CFR 164.510(b)(4).
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7. (7) A means of providing information about the LTC facility's occupancy, needs, and
its ability to provide assistance, to the authority having jurisdiction or the Incident
Command Center, or designee.

8. (8) A method for sharing information from the emergency plan that the facility has
determined is appropriate with residents and their families or representatives.

d. (d) Training and testing. The LTC facility must develop and maintain an emergency
preparedness training and testing program that is based on the emergency plan set forth in
paragraph (a) of this section, risk assessment at paragraph (a)(1) of this section, policies and
procedures at paragraph (b) of this section, and the communication plan at paragraph (c) of
this section. The training and testing program must be reviewed and updated at least
annually.

1. Training program. The LTC facility must do all of the following:

i. Initial training in emergency preparedness policies and procedures to all new
and existing staff, individuals providing services under arrangement, and
volunteers, consistent with their expected roles.

ii. Provide emergency preparedness training at least annually.

iii.  Maintain documentation of the training.
iv.  Demonstrate staff knowledge of emergency procedures.

2. Testing. The LTC facility must conduct exercises to test the emergency plan at least
annually, including unannounced staff drills using the emergency procedures. The
LTC facility must do the following:

i.  Participate in a full-scale exercise that is community-based or when a
community-based exercise is not accessible, an individual, facility-based. If the
LTC facility experiences an actual natural or man-made emergency that
requires activation of the emergency plan, the LTC facility is exempt from
engaging in a community-based or individual, facility-based full-scale exercise
for 1 year following the onset of the actual event.

ii.  Conduct an additional exercise that may include, but is not limited to the

following:
a. A second full-scale exercise that is community-based or individual, facility-
based.

b. Atabletop exercise that includes a group discussion led by a facilitator,
using a narrated, clinically-relevant emergency scenario, and a set of
problem statements, directed messages, or prepared questions designed
to challenge an emergency plan.

iii. Analyze the LTC facility's response to and maintain documentation of all drills,
tabletop exercises, and emergency events, and revise the LTC facility's
emergency plan, as needed.
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e. Emergency and standby power systems. The LTC facility must implement emergency and
standby power systems based on the emergency plan set forth in paragraph (a) of this
section.

1. Emergency generator location. The generator must be located in accordance with
the location requirements found in the Health Care Facilities Code (NFPA 99 and
Tentative Interim Amendments TIA 12-2, TIA 12-3, TIA 12-4, TIA 12-5, and TIA 12-
6), Life Safety Code (NFPA 101 and Tentative Interim Amendments TIA 12-1, TIA 12-
2, TIA 12-3, and TIA 12-4), and NFPA 110, when a new structure is built or when an
existing structure or building is renovated.

2. Emergency generator inspection and testing. The LTC facility must implement the
emergency power system inspection, testing, and maintenance requirements
found in the Health Care Facilities Code, NFPA 110, and Life Safety Code.

3. Emergency generator fuel. LTC facilities that maintain an onsite fuel source to
power emergency generators must have a plan for how it will keep emergency
power systems operational during the emergency, unless it evacuates.

f. Integrated healthcare systems. If a LTC facility is part of a healthcare system consisting of
multiple separately certified healthcare facilities that elects to have a unified and integrated
emergency preparedness program, the LTC facility may choose to participate in the
healthcare system's coordinated emergency preparedness program. If elected, the unified
and integrated emergency preparedness program must do all of the following:

1. Demonstrate that each separately certified facility within the system actively
participated in the development of the unified and integrated emergency
preparedness program.

2. Be developed and maintained in a manner that takes into account each separately
certified facility's unique circumstances, patient populations, and services offered.

3. Demonstrate that each separately certified facility is capable of actively using the
unified and integrated emergency preparedness program and is in compliance with
the program.

4. Include a unified and integrated emergency plan that meets the requirements of
paragraphs (a)(2), (3), and (4) of this section. The unified and integrated emergency
plan must also be based on and include—

i. A documented community-based risk assessment, utilizing an all-hazards
approach.

ii. A documented individual facility-based risk assessment for each separately
certified facility within the health system, utilizing an all-hazards approach.
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5. Include integrated policies and procedures that meet the requirements set forth in
paragraph (b) of this section, a coordinated communication plan and training and
testing programs that meet the requirements of paragraphs (c) and (d) of this
section, respectively.

The standards incorporated by reference in this section are approved for incorporation by
reference by the Director of the Office of the Federal Register in accordance with 5 U.S.C.
552(a) and 1 CFR part 51. You may obtain the material from the sources listed below. You may
inspect a copy at the CMS Information Resource Center, 7500 Security Boulevard, Baltimore,
MD or at the National Archives and Records Administration (NARA). For information on the
availability of this material at NARA, call 202-741-6030, or go

to: http://www.archives.gov/federal register/code of federal regulations/ibr locations.html.

If any changes in this edition of the Code are incorporated by reference, CMS will publish a
document in the Federal Registrar to announce the changes.

1. National Fire Protection Association, 1 Batterymarch Park, Quincy, MA
02169, www.nfpa.org, 1.617.770.3000.

i NFPA 99, Health Care Facilities Code 2012 edition, issued August 11, 2011.
ii.  Technical interim amendment (TIA) 12-2 to NFPA 99, issued August 11, 2011.
iii. TIA12-3 to NFPA 99, issued August 9, 2012.
iv.  TIA 12-4 to NFPA 99, issued March 7, 2013.
v. TIA 12-5to NFPA 99, issued August 1, 2013.
vi. TIA 12-6 to NFPA 99, issued March 3, 2014.
vii.  NFPA 101, Life Safety Code, 2012 edition, issued August 11, 2011.
viii.  TIA 12-1to NFPA 101, issued August 11, 2011.
ix.  TIA 12-2 to NFPA 101, issued October 30, 2012.
X. TIA12-3to NFPA 101, issued October 22, 2013.
xi.  TIA 12-4 to NFPA 101, issued October 22, 2013.
xii.  NFPA 110, Standard for Emergency and Standby Power Systems, 2010 edition,
including TIAs to chapter 7, issued August 6, 2009.

2. (2) [Reserved]

[81 FR 64030, Sept. 16, 2016; 81 FR 80594, Nov. 16, 2016]
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In addition to the 4 core elements, long term care facilities have very specific requirements
related to the following measures:
= Have emergency and standby power systems
= Have a plan to account for/locate all residents
= Have a method to share appropriate information with
residents/families/representatives

42 CFR §483.73 also references National Fire Protection Association (NFPA) codes. In brief, the
codes state the administration of every health care facility shall have in effect and available to
all supervisory personnel the following:

=  Written copies of plan of protection of all persons in the event of fire — a copy readily

available at all times in the telephone operator’s position or at the security center

= Evacuation to areas of refuge

= Evacuation of building when necessary

= All staff periodically instructed and kept informed of duties under the plan

Occupational Safety and Health Administration (OSHA) general industry standards at 29 CFR
1910 should also be reviewed. Pay close attention to the following areas:

= Means of Egress, Emergency Action Plan 1910.35-38

= Hazardous Materials 1910.119-120

= Personal Protective Equipment 1910.132-138

= General Environmental Controls 1910.146-147

= Medical and First Aid 1910.151

= Fire Protection 1910 Subpart L; 1910.157-165

= Toxic and Hazardous Substances 1910.1030; 1910.120

Providers should also review any state nursing home licensure rules associated with Emergency
Preparedness.

Compliance with Appendix Z regulations will also contribute to the Phase 3 implementation of a
Facility Wide Resource Assessment (F838) §483.70(e)(1)-(3).
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